MON 20-WED 22 FEBRUARY 2023

CISO Sydney

P> Connecting you to what's next in InfoSec

Join prominent InfoSec leaders to get inspired, share intelligence and
rekindle relationships

We're thrilled to announce the dates for CISO Sydney 2023, from 20-22 February, taking place at Royal
Randwick Racecourse.

The event is building on the success of CISO Sydney 2022, which gathered some of Australia’s most
prominent InfoSec executives responsible for championing the cybersecurity agenda.

CISO Sydney 2023 will once again bring the cybersecurity community together to share and learn new
approaches to progress their infosec strategies and protect their organisations against increasing cyber
threats.

WHAT’S NEW FOR 20237

1. Largest ever speaker panel featuring 65+ leading infosec leaders in Australia

2. Afull pre-conference Focus Day on Critical Infrastructure providing clarity and best-practice

3. AFocus Day on DevSecOps Event designed to help you engage the teams and mature your
systems

4. VIP Think Tank — an invite-only, closed doors conversation focusing on “Too Hot to Touch” topics

5. Even more interaction with lots of VIP functions, tracks, group discussions, solutions clinic, fireside
chats, panels & many more...

CISO Sydney 2023 Key themes:

— GOVERNMENT & INDUSTRIES PARTNERING UP FOR SUCCESS: Discover the Australian Government
plans to support your organisational security and resilience strategies

— CEOs vs. CISOs: Find out how your peers are reporting cybersecurity risks to the board and getting
senior buy-in

— ENABLING GROWTH: Explore stronger practices to support business progress through secure
innovation

— BECOMING FUTURE READY: Learn from real-life lessons and build an enhanced security program for
2023


https://ciso-syd.coriniumintelligence.com/

AGENDA AT A GLANCE:

Pre-Conference Focus Day

Mon, 20" Feb 2023

Critical Infrastructure DevSecOps
—  Keynote: Gov & Orgs partnering up for success —  Keynote: Accelerating digital
—  Presentation: Mitigating attacks to Cl —  Presentation: DevOps and DevSecOps
—  Presentation: Preventing threats to Cl & ICS —  Presentation: Cloud & DevSecOps
Morning tea
—  Presentation: Preparing for the SOCI Act Reforms —  Presentation: DevSecOps maturity model
—  Presentation: OT compliance —  Presentation: developers & security
—  Panel: How much regulation is too much? —  Panel: measuring DevSecOps
Lunch
—  Group session: Refining incident declaration processes —  Presentation: Quality and safety engineering plans
—  Presentation: Developing maturity models —  Presentation: Developer-led security culture
—  Presentation: Recovering from incidents —  Group session: Cultural challenges
Afternoon tea
—  Presentation: Following role models for Cl —  Group session: Software and infrastructure
—  Presentation: Cl security documentation —  Presentation: Shifting Left
—  Panel: What's next? —  Panel: behavioural economics & psychologies
Pre-conference Cocktail Reception & Networking
Pre-conference VIP Dinner

DAY ONE — Main Conference

Tue, 21 Feb 2023
— Ministerial Keynote: trends, advices and key considerations
—  Presentation: Ransomware protection and recovery
—  Keynote panel: Building stronger practices and secure innovation growth
Morning tea

— International Keynote: Emotional intelligence for cybersecurity leaders
—  Presentation: Third-party security risks
—  Keynote: Harnessing cyber awareness

Lunch
TRACK A: TRACK B: TRACK C:
Prevention, Detection and Response Cloud Security VIP Think Tank

Afternoon tea

—  Keynote: Reporting risks to the board
—  Keynote: Leading from the board level
—  Fireside chat: Can CEOs and CISOs work better together & collaborate?
Cocktail Reception & Networking

VIP Dinner

DAY TWO — Main Conference

Wed, 22" Feb 2023
—  Opening Keynote: Embracing the convergence of privacy, regulations, and cybersecurity
—  Presentation: Mitigating risks in the software supply chain
—  Keynote panel: The convergence of physical and cyber security
Morning tea

—  Keynote: How fraud and financial crime is impacting organisations
—  Presentation: Advance your tools and practices through real-life lessons
—  Presentation: Building a security program for 2023
Lunch

CASE STUDIES: SOLUTIONS CLINIC:
Social engineering. Supply chain. Edge security Zero Trust. SOC Automation
Afternoon tea

—  Presentation: Using Al in cyber defense
—  Presentation: User awareness for increasing resilience
—  Panel: Wrapping up your learnings

End of CISO Sydney 2023




CISO Sydney 2023 confirmed speakers:

The Hon. Brendan O’Connor, Minister for Skills
and Training

The Hon. Victor Dominello, Minister for
Customer Service and Digital Government
Keith Howard, CISO, Commonwealth Bank
Wouter Veugelen, VP Global Cyber &
Information Security, Santos

Maryam Bechtel, CISO, AGL

Elrich Engel, CISO, AMP

Varun Acharya, CISO, Healthscope

David Geber, CISO, AUB Group

Frances Buozo, CISO, Ampol

Doug Hammond, CISO, Uniting

Anna Aquilina, CISO, UTS

Greg Sawyer, CEO, CAUDIT

Walter Kmet, CEO, Macquarie University
Hospital

Vasyl Nair, CEO, Mine Super

Nivedita Newar, Head of Cyber Strategy &
Governance, UNSW

Grant Lockwood, CISO, Virtus Health
Daniela Fernandez, Head of Information
Security, PayPal Australia

Jo Stewart-Rattray, Chief Security Officer,
Silverchain

Faizal Janif, Senior Vice President and Head of
Cyber Advisory, APAC, Marsh

Charles Sterner, CISO, AARNet

Bradley Busch, CISO, Tyro Payments
Richard Williams, CIO, MoneyMe

Dave Cowan, CISO, Link Group

Helge Janicke, Research Director, Cyber
Security Cooperative Research Centre

DRAFT AGENDA:

Mazino Onibere, Head of Cyber Security, Risk
and Compliance, Regis Aged Care

Ashwani Ram, GM, Cybersecurity, IT
Infrastructure and Operations, CA ANZ

Siva Sivasubramanian, Cyber Security Advisor,
Biglnsights

Shalindra Kulasuriya, Manager, Cyber Threat &
Operations, AEMO

Marco Figueroa, Senior Manager, Cyber
Security Risk & Compliance, Australian
Institute of Company Directors

Jennifer Firbank, Strategy and Influence
Principal, Telstra

Nancy Wong, IT Audit Manager, Lion

Nimesh Mohan, Group Threat and
Vulnerability Lead, Coca-Cola Europacific
Partners Australia

Ashwin Pal, Partner, Cybersecurity and Privacy
Services, RSM Australia

Vangie McKay, Cloud Support Manager,
eHealth NSW

William Fleming, Manager Information
Security, IT Services, Department of Education
and Training

Freddie Ghahremani, Data Strategy & Cloud
Senior Development Manager, TAL Australia
Peter Johnson, Application Security Engineer,
Latitude Financial Services

John Morcos, Cyber Security Program
Manager

Steve Dillon, Head of APAC Architecture, Ping
Identity

Senior representative, ACSC

Pre-Conference Focus Day

Monday 20™ February 2023 | Royal Randwick Racecourse

Delegates are welcome to register for the day and attend any session from either stream.

07:20

TRACK A:
Critical Infrastructure

TRACK B:
DevSecOps

VIP Breakfast — Invite only



preparing for the SOCI Act Reforms

e Exploring the most recent updates on the
SOCI Act Reforms

e How will these affect your organisation
moving forward?

e Better understanding companies’
obligations and exemptions

e Further clarification on contingency act and
stepping power

e Overview of new plans and approaches to
the reform

08:20 | Register; grab a coffee, and say hello.
08:50 | Welcome from Corinium and the Chairperson Welcome from Corinium and the Chairperson
09:00 | Ministerial Keynote: NSW Government plans to Setting the Scene: Accelerating your digital business
support organisations prepare for fast-growing strategy
cyber threats e Exploring how IT delivery is evolving
e Enabling speed, quality & security with
The Hon. Victor Dominello, Minister for Customer DevOps
Service and Digital Government e Strategies to embed security into your
digital delivery journey
e Exploring effective ways of designing your
DevSecOps roadmap
(Speaker to be announced)
09:25 | Partner session: Mitigating real-world damage from | Partner session: The fusion of DevOps and
attacks to critical infrastructure DevSecOps
e How to keep OT and Cl safe, secure, e DevOps — how has it evolved in the last 5
compliant, and available focusing on years?
questions the boards can ask to assess e How the rise of DevSecOps is impacting
progress businesses across Australia
e The impact on critical infrastructure e What it means to your teams and your
e Strategies that can help reduce business organisation from a practical standpoint
risk e DevSecOps automation tools — hype or
o Keeping it simple using security hygiene reality?
(Speaker to be announced) (Speaker to be announced)
09:50 | Detecting and preventing real threats to critical Keynote: A framework for secure software
infrastructure development
During this session, we'll explore the main threats e Application security design
critical infrastructure stakeholders are experiencing e APl security design
and countering them, and strategies to detect and e Automated code reviews
prevent these threats through exercises mimicking e Application security pre-prod review
energy production and consumption,
manufacturing, and a wide range of control Ashwin Pal, Partner, Cybersecurity and Privacy
automation configurations. Services, RSM Australia
Varun Acharya, CISO, Healthscope
10:15 | Get refreshed! Mingle
10:45 | Keynote: Understanding the full spectrum and How to get your DevSecOps maturity model right

e What security measures can be applied
when using DevOps strategies?

e What approaches can be employed to
prioritise these security measures?

e How can you and your team make effective
assessments?

e The tools are there for a while — what are
the cultural challenges of advancing your
maturity model and how to address them?

Peter Johnson, Application Security Engineer,
Latitude Financial Services




Helge Janicke, Research Director, Cyber Security
Cooperative Research Centre

11:10 | Partner session: Go beyond compliance with your Partner session: Can we trust developers to handle
critical OT security?
Today’s critical infrastructure is a prime target for During this session, we’ll explore how security
cyber criminals. As operational technology (OT) teams can scale by empowering developers to
becomes more connected, the growing number of | create secure applications, including the use of
devices and endpoints offer a larger attack surface | modern cloud technologies that are used to deploy
and create more vulnerabilities. Securing this space | and run application workloads.
is no easy task but there is an opportunity to go
beyond minimum compliance requirements and (Speaker to be announced)
improve your overall security posture. This session
will cover:
e How the convergence of OT and IT affects
your overall organisational cybersecurity
e What you need to consider in your security
planning
e How to improve your visibility of
vulnerabilities in a complex, converged
environment, and enhance incident
detection and response
(Speaker to be announced)
11:45 | Keynote Panel: Compliance burden — How much Keynote Panel: What is good and bad when
regulation is too much? measuring DevSecOps?
Effective regulation for secure critical infrastructure | During this interactive discussion, our panellists will
is in everyone’s interest, and a strong government- | discuss common challenges, share perspectives,
industry partnership is crucial in managing risks and | and propose ideas and solutions to key challenges.
reducing regulatory burden. During this panel, we’ll | Key discussion points include:
explore challenges, concerns, and ideas on: e What good and bad looks like for different
e What's the cost impact to achieve and organisations
maintain Cl compliance? e What are you measuring against? Do you
e Complying with CPS 234, CPG 234, CPG have a benchmark?
235, and other standards e How do you know what you are measuring
e (Cross-sector support: how shared —and is that what you should be
information and threat intelligence can be measuring?
applicable across industries e How to build metrics and understand what
will lead you to effectiveness and success
Panellists: e Final thoughts and conclusions
Wouter Veugelen, CISO, Santos
Maryam Bechtel, CISO, AGL Moderator:
Dave Cowan, CISO, Link Group Jo Stewart-Rattray, Chief Security Officer,
Faizal Janif, Senior Vice President and Head of Silverchain
Cyber Advisory, APAC, Marsh
Panellists:
Ashwin Pal, Partner, Cybersecurity and Privacy
Services, RSM Australia
12:20 | Mix and mingle over lunch
13:20 | Group discussion: Preventing social engineering Building and scaling developer-led security culture

attacks
e Importance of human factor to cyber
security and why most cyber awareness
efforts fail

During this session, we’ll explore different journeys
in building a security culture and the impact of a
successful developer upskilling program. We'll
explore how important culture is in an effective




e Tailoring security awareness programs to
address cyber risks and business priorities

e Strategies to influence behaviour and
create a cyber-safe culture

Moderator:
Shalindra Kulasuriya, Manager, Cyber Threat &
Operations, AEMO

security program and how to influence it, get
executive buy-in, hire the right people, balance
technology vs. humans, measure the efficacy and
impact - and how to have a bit of fun with it too!

Vangie McKay, Cloud Support Manager, eHealth
NSW

13:45 | Partner session: Developing a maturity model — Partner session: Getting security into your quality
What Australia can learn from US Government and safety engineering plans
cybersecurity e Ensuring your engineers are delivering high
President Biden released an executive order on quality products
cybersecurity to modernise the country’s defense e How to make security and safety an aspect
and protection strategies. During this session, we'll of quality engineering
explore vendors’ successful capability and maturity e Strategies to embed security and safety to
measures when supplying services to US engineering as a perception of quality
government agencies. You’ll leave this presentation assurance
with some inspiring ideas on how Australian (Speaker to be announced)
organisations can advance their incident responses
practices.
(Speaker to be announced)

14:10 | Group discussion: Recovering from cyber incidents | Group discussion: Tackling cultural challenges and
in Cl changing paradigms
The legislation for critical infrastructure security e Building a successful DevSecOps culture for
offers great support for incident response. But your business
recovering from cyber-attacks can be extremely e Moving away from a siloed approach and
challenging and costly for businesses. During this breaking down the “us-versus-them”
group discussion, you’ll brainstorm and share ideas attitude
with the group on how to create effective threat e Shifting the mindset that security slows
management and incident response strategies, and down development and needs to be built in
how to implement successful recovery and business at the end
continuity plans. e Successful ways to incorporate security into

development from the get-to
(Speaker to be announced)
(Speaker to be announced)
14:55 | Get refreshed! Mingle
15:10 | Case study: Following civil aviation as a role model Group discussion: Getting your engineering team

for Cl protection

e Understanding the cybersecurity needs and
challenges of aviation sector and how
they’re overcoming it

e Benefits of perception of safety
management and safety culture —can it be
applicable across sectors?

e The measures and strategies implemented
to protect aviation infrastructure — what
other industries can learn

(Speaker to be announced)

engaged in software and infrastructure

During this interactive session, our expert
moderator will turn to the audience to discuss how
much engineering teams across organisations are
involved in building software vs. how much they
should be. Join us and share your thoughts, ideas
and concerns around the security challenges
associated with software and infrastructure, the
challenges of building it in the blockchain —and
ideas to overcome them.

Moderator:

William Fleming, Manager — Information Security,
Information Technology Services,

Department of Education and Training




15:35 | Successful practices for critical infrastructure Shifting Left — How far could we go, and could we
security documentation go all the way with it?
During this session, we’ll explore strategies for e How shifting left can improve efficiency of
development and maintenance of security your DevOps and address security at every
documentation, and strategies to create a stage of the production process
documented interpretation of Cl security your e Defining what DevOps needs security to do
obligations. e Could we go all the way with shifting left?
e Successful ways of integrating security
Elrich Engel, CISO, AMP throughout the entire process
e Overcoming challenges of policies for
compliance
e SAST vs. DAST — what are the differences
and how to combine them
(Speaker to be announced)
16:00 | Wrap-up group discussion: What’s next? Wrap-up group discussion: Influencing behavioural
Join our interactive wrap-up discussion to share economics & psychologies
your key take-aways from today’s sessions and hear | When building great user experience design, how
how your peers will be address the Critical can engineers and security leaders design great
Infrastructure reforms moving forward. Key experienced in the lead to high compliance? How
discussion points include: can they affect behavioural economics and
e Understanding how the reform is behavioural psychology? How can they help users,
applicable to your business develops, and end-users to behave the right way?
e Your new obligations related to your data Join this expert-moderated session to answer these
storage or processing asset —and many other — questions along with your
e Government Assistance Measures: gather peers.
powers, action directions, and intervention
powers Facilitator:
e Where to go and who to follow Chairperson
Facilitator:
Chairperson
16:35 | Closing remarks Closing remarks
16:40 | End of Critical Infrastructure Focus Day End of DevSecOps Focus Day
16:45 | Pre-Conference Cocktail Reception & Networking

(EXO[OM CISO Sydney 2023 Pre-Conference VIP Dinner — Invite only

DAY ONE — CISO Sydney Main Conference

Tuesday 21 February 2023 | Royal Randwick Racecourse

(VIS VP Breakfast — /nvite only

08:20 | Register; grab a coffee. Mix, mingle and say hello to peers old and new.




08:50 | Welcome from Corinium and the Chairperson
09:00 | Ministerial Keynote: Australian Government & Industries partnering up to tackle the talent gap through
skills and training
e Overview on the growing threats landscape and how it could impact our societies, businesses, and
economies
e Bridging the talent gap for better security and resilience
e Advices for Australian organisations to support workforce training when adopting robust cyber
security measures
The Hon. Brendan O’Connor, Minister for Skills and Training
09:25 | Partner session: Emotional intelligence for cybersecurity leaders
A CISO role goes far beyond a technical information assets and technology security role. With increased
demand for risk, compliance, and governance skills, their role continues to evolve and require executive
management capabilities. During this session, we will unveil a simple powerful process to awaken CISOs
leadership and life skills.
(Speaker to be announced)
09:50 | Keynote: Embracing cybersecurity in 2023 — Building an effective program
e Successful practices combining cybersecurity and data protection to comply with increased data
privacy regulations
e How to adopt secure digital identity and mitigate privacy rights risks
e Embedding the necessary protections into your identity verification systems
e |Implementing architecture systems that reduces overcollection during identity verification
Maryam Bechtel, CISO, AGL
10:15 | Get refreshed! Mingle
10:45 | Keynote: Leveraging cybersecurity as a business growth enabler
e How the cybersecurity function can support the business to deliver key strategic goals
e '"Villains" who turned heroes - shifting the mindset and improving awareness
e Embracing business growth with secure innovation at the core of your strategies
Wouter Veugelen, CISO, Santos
11:10 | Partner session: Leading from the board level
During this session, we’ll explore strategies to increase cybersecurity awareness and get board-level buy-in.
Join us session and get invaluable insights that will help you create risk awareness, drive change, and build
a cybersecurity driven culture.
(Speaker to be announced)
11:35 | Keynote: Proactive cybersecurity — stepping up your efforts
As the severity of scams and frauds increase and cybercrime becomes more sophisticate than ever, staying
ahead of the game is critical. During this session, you’ll hear how cybersecurity is “front of mind” for one of
Australia’s largest banks by investing in the right skills, creating robust defence and control systems, and
employing effective detection and response plans.
Keith Howard, CISO, Commonwealth Bank
12:00 | Inspirational Keynote: Don’t blame the victim

During this session, Brad will share his personal when he was seriously injured in a bike accident’ He'll
share lessons learned, why cyber security professionals shouldn’t blame the victim and how to help their
friends and organisations recover from data breaches and cyber-attacks.




Bradley Busch, CISO, Tyro Payments

VIP Lunch = Invite only

TRACK C:
VIP THINK TANK
— Invite only

What's next for the
information and
cyber security?
Trends, People,
Process &
Technology

This invite-only,
closed-door
conversation will
focus on “Too Hot
to Touch” topics.
There's no holding
back in our candid
discussions held.
How better to get
to know what your
peers really think?
Register your
interest to receive
an invitation.

12:25 | Panel discussion: Harnessing cyber awareness to your company’s advantage
CISOs committed to creating risk awareness and building a cybersecurity driven culture are facing several
challenges, from getting senior management buy-in, to implementing organisational change and engaging
employees. During this session, you’ll explore:
e What are the biggest challenges when getting buy-in from top management?
e Successful ways of incorporating cybersecurity into the organisation’s risk management strategy
e How to encourage everybody to take ownership of cyber?
e Why leaders must be committed to continually improve their teams’ skills and knowledge in IT and
cybersecurity —and how do to this?
Panellists:
Frances Buozo, CISO, Ampol
Anna Aquilina, CISO, UTS
Grant Lockwood, CISO, Virtus Health
13:00 | Lunch
TRACK A: TRACK B:
PREVENTION, DETECTION & CLOUD SECURITY
RESPONSE
14:00
Creating a robust security strategy What do you need to know about the
e How to go about defining your Cloud before totally going for it?
Cyber Security Strategy? e How the lack of understanding
e What metrics should you use to and false sense of security
measure progress and success of impacts your cloud journey
the strategy? e How save your data really is
e What frameworks should you when you move to the cloud?
consider when building the e What factors you must consider
Cyber Security Strategy? to ensure you are getting a
e What are example capabilities to reliable, secure product
consider? e Strategies to trust and rely on
e What does your roadmap look your providers with a full, clear
like? picture of what you are getting
e  What budget will you be asking as part of your contract
for per year based on the
roadmap? Freddie Ghahremani, Data Strategy &
e How do you plan on operating Cloud Senior Development Manager,
these capabilities? TAL Australia
John Morcos, Cyber Security Program
Manager
14:25

Partner session: Strengthening your
threat hunting capabilities
e Building a culture of security
resilience — the marriage of
technology and capability

Partner session: Lessons from the
trenches — how to avoid configuration
mistakes

Most of the breaches in the cloud
happen due to misconfiguration issues
caused by human errors. During this
session, we will explore the most




e Beyond the SIEM alert — pivoting
towards a threat hunting
mindset

e The well-read security analyst —
the value of threat intelligence in
a world that won’t stay still

(Speaker to be announced)

14:50

common challenges engineers face
when configuring the cloud through a
series of case studies packed with
lessons learned. Key discussion points
include:

e Cloud is built by humans —
exploring ways of minimising
misconfiguration challenges

e Advocating for mindset,
processes and tolling changes
when adopting the cloud

e How DevSecOps
implementation can influence
your cloud

e Getting the right partners and
stakeholders to consult and
advise you when configuring the
cloud

(Speaker to be announced)

PRESENTATION:

You can’t protect what you can’t see
During this session, we’ll explore the
challenges many organisations face with
complex threats such as Insider Threats,
what companies of all sizes can do to
identify the blindspots, and how a SOC
platform can help you protect what other
tools can’t see.

e Creating efficient risk
assessment, monitoring and
response processes

e Refining the enterprise’s risk
metrics to identify hidden and
complex exploit points

e Improving cyber risk
management performance
through effective governance

Jennifer Firbank, Strategy and Influence
Principal, Telstra

15:15

PRESENTATION:

Improving shared responsibility
awareness

e How well do you and your
teams understand what you
have and what you’ve signed up
for?

e Clarifying the responsibilities
and obligations of your
company vs. your cloud provider

e Exploring good practices for
MSP (Managed Services
Provider) compliance

e Getting the full picture and
managing third-party risks and
implications outside the cloud

(Speaker to be announced)

PRESENTATION:

Building your |IAM strategy

Many organisations are implementing an
integrated identity access and
governance management to overcome
the challenges they face when upgrading
business operations, modernising aging
infrastructure and protecting network
perimeters. Join us to learn how IAM is
successfully helping safeguard your
organisation while scaling up.

e Exploring the most common
challenges when implementing
your |AM strategy.

PRESENTATION:

Enabling infrastructure maturity and
advancing your Cloud journey
e Exploring successful strategies
to advance your infrastructure
before moving to the cloud
e What are the challenges of
replicating what you used to do
in physical datacentres when
shifting to the cloud?
e How can that be a problem and
how to prevent making it more
accessible to the global world?




e How your teams can overcome e How can these steps help you
these challenges advance your cloud maturity
e Lessons learned from others and levels?
how that can help you achieve
your goals easier (Speaker to be announced)
Steve Dillon, Head of APAC Architecture,
Ping Identity
15:40
How to adopt a security by design Sharpening your Cloud standards and
approach compliance practices
e How to effectively translate e Exploring the most common
threat to risk to the board and industry standards and cloud
the teams control frameworks
e Human-issue in risk management e How are them affecting your
— improving culture through cloud journey and impacting
intelligence models your business growth plans
e  Eliminating risks by improving e Successful ways to comply with
your asset x threat x vulnerability data governance & privacy
model — hype or reality? standards in the cloud
e Ticking compliance boxes whilst
Ashwani Ram, General Manager, striving for independence
Cybersecurity, IT Infrastructure and assurance of your controls
Operations, Chartered Accountants
Australia and New Zealand Nancy Wong, IT Audit Manager, Lion

16:05 | Get refreshed! Mingle

16:35 | Keynote of Success: Like being challenged? Strategies to report risks to the board

e Understanding cyber risks in a quantifiable way

e How to demonstrate the value of risks to the executive management

e What are the biggest challenges when getting buy-in from top management?

e Communication effectiveness: putting yourself in the boss’ shoes and delivering the right message

Doug Hammond, CISO, Uniting

17:00 | Fireside chat: Can CEOs and CISOs work better together & collaborate?

e How can CISOs speak the CEOs’ language?

e What does the board expect from CISOs when evaluating and reporting inherent and evolving
risks?

e How can the board support CISOs in conducting a cybersecurity mission & strengthening their
posture?

e Working together in mastering the company’s digital governance & risk management practices

e Exploring challenges and opportunities to adopt a secure-by-design approach in the business

Panellists:

Greg Sawyer, CEO, CAUDIT

Walter Kmet, CEO, Macquarie University Hospital

Vasyl Nair, CEO, Mine Super

Faizal Janif, Senior Vice President and Head of Cyber Advisory, APAC, Marsh

17:35 | Day One Close




17:40

19:00

08:20

CISOs Cocktail Reception & Networking - Continue the conversations in a fun and entertaining way.

Security Supper — VIP Dinner — Invite only

DAY TWO - CISO Sydney Main Conference

Wednesday 22" February 2023 | Royal Randwick Racecourse

VIP Breakfast — /nvite only

Register; grab a coffee. Mix, mingle and say hello to peers old and new.

08:50

Welcome from Corinium and the Chairperson

09:00

Opening Keynote: Battling the threat evolution — trends, advice and key considerations for Australian
businesses
e How has the threat landscape evolved in Australia?
e How malicious cyber activities are impacting organisations across the country?
e What strategies can organisations adopt to create robust cyber security measures to prevent
incidents and exploitations?
e Government, industry, academia and citizens working in collaboration to safeguard our country
and communities

Senior representation, ACSC

09:25

Partner session: Mitigating risks in the software supply chain

During this session, we will investigate the software supply chain as an attack vector, identifying risks and
mitigation strategies throughout the software development processes and environment, and learning how
you can meet new requirements while also protecting your software from these attacks.

(Speaker to be announced)

09:50

Keynote: Implementing successful ransomware protection strategies
e The Evolution of Ransomware — How did we get here and what is next
e Understanding the risks and potential costs of attacks
e Exploring successful technigues to improve organisations’ ransomware protection posture

Daniela Fernandez, Head of Information Security, PayPal Australia

10:15

Keynote panel: How the fusion of physical and cyber security is impacting businesses
e Understanding how IT is converging with OT and how to protect them in the network
e How to overcome the increase of cyber risk to industrial control?
e Adopting cybersecurity strategies across your ICT (industry control systems)
e Key cybersecurity considerations of networks, |oT devices security, mobile and the cloud

Panellists:
Jo Stewart-Rattray, Chief Security Officer, Silverchain

10:50

Get refreshed! Mingle

11:20

Keynote: Cyber strategy — Creating a secure innovation pathway




e Building security from scratch — incorporating people, process, and technology into your programs
e Strategies to improve your teams’ skills and knowledge in IT and cybersecurity
e Exploring how innovative technologies can help your company achieve adaptability and resilience

Faizal Janif, Senior Vice President and Head of Cyber Advisory, APAC, Marsh

11:45

Partner session: Learning-by-doing — explore real-life attacks to advance your tools and practices

Join us to learn from others’ “mistakes” by reviewing real-life incidents in different environments. What are
the common pitfalls? How many falls into common mistakes, and which could be devastating to an
organization? See how different tools and practices can help advance your security posture.

(Speaker to be announced)

12:10

Keynote: Building a sound and effective cybersecurity program
e How do you build a security program in 2023? How has it changed from recent years?
e People, process, and technology — what do you need to incorporate into your program?
e What does ‘good enough’ look like and how do we measure it? Risk, regulation, and strategy —
making them all fit together

Nivedita Newar, Head of Cyber Strategy & Governance, UNSW

12:35

Keynote: Building and implementing the ‘right’ information security program for your organisation
During this session, David will share his experiences on how to elevate your organisations cyber posture
through an effective information security program. Join him to learn some tips on where to start your
journey, the importance of quick wins and key lessons learnt.

David Geber, CISO, AUB Group

13:00

Lunch VIP Lunch — Invite only

TRACK A: TRACK B:
INTERACTIVE CASE STUDIES GROUP DISCUSSIONS

14:00

CASE STUDY; GROUP DISCUSSION:

Adopting good cyber-hygiene across your supply Bringing stakeholders together for a successful Zero

chain Trust journey

Supply chain can be the weakest risk of your digital | This session is designed for cybersecurity leaders

assets. During this presentation, we’ll explore good | who are currently investing in Zero Trust

practices for data protection, data governance, architecture models or planning to do this in the

fraud prevention and third-party risks to ensure near future. Join us for a hands-on discussion where

your supply chain is secure. you will share challenges and explore solutions on:

e How to develop a roadmap and
implementing specific initiatives to your

Mazino Onibere, Head of Cyber Security, Risk and projects

Compliance, Regis Aged Care e Discover effective ways to build a zero-trust

security framework

14:25

DAR R A D

e |dentify key components of a zero-trust

Refining your incident declaration process to stay model to protect the current environment

compliant

Having an effective incident declaration process in
place is key when developing your compliance
strategy and meeting critical infrastructure
regulations and standards. During this session, the
group will share ideas, lessons learned and best-
practice defining and fine-tuning incident
declaration processes and response plans.

Facilitator:
Helge Janicke, Research Director, Cyber Security
Cooperative Research Centre




(Speaker to be announced)

14:50
Adopting good cyber-hygiene across your supply SOC Automation — dos and don’ts
chain In a world where the pressure to deliver new and
Supply chain can be the weakest risk of your digital innovative ICT capability is only ever growing, and
assets. During this presentation, we'll explore good | the threat actors are also increasingly sophisticated
practices for data protection, data governance, and pervasive, how can companies ensure they
fraud prevention and third-party risks to ensure meet these challenges whilst still ensuring cyber
your supply chain is secure. resilience? During this interactive discussion, hear
challenges and benefits of SOC Automation, explore
Siva Sivasubramanian, Cyber Security Advisor, experiences and lessons learned, and discuss
Biglnsights different ways of improving and driving efficiency of
your SOC.
15:15
Applying real-life lessons and advancing your Facilitator:
security maturity journey Nimesh Mohan, Group Threat and Vulnerability
During this session, we’ll explore various methods Lead, Coca-Cola Europacific Partners Australia
utilised in building a stronger, more secure company
to prepare and protect against cybercrime. Richard
will share his experiences of what has worked and
hasn’t worked over the years and how getting
certified really helped the organisation maturity
journey.
Richard Williams, CIO, MoneyMe
15:40 | Get refreshed! Mingle
Future of cyber
16:10 | Keynote: Robot Magic — Safe Al
e What trends are we looking from a security perspective?
e Understanding the risks and implications of offensive Al and how it will change our threat
landscape
e How CISOs can be prepared for potential risks
e Strategies to use Al in cyber defense
Bradley Busch, CISO, Tyro Payments
16:35 | Keynote of Success: Mastering the skills of effective communication with the board
e Exploring the challenges and opportunities for improvement
e What information should be given to the board?
e Quite the technical jargons — what the board won’t listen to and what they will shift attention to
e Developing and mastering your skills of communicating with the board
Marco Figueroa, Senior Manager, Cyber Security Risk & Compliance, Australian Institute of Company
Directors
17:00 | Group discussion: Wrapping up your learnings

Join us for a wrap-up interactive discussion to share your thoughts and hear the key take-aways other
participants have from the two days. Our expert facilitator will offer you and the group an opportunity to
review what you are planning to implement when you go back to your organisation.

Facilitator:




Chairperson

17:35 | Closing remarks from the Chair

IWRIOM Close of CISO Sydney 2023




